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PHAT TRIEN TREN 3 TRU COT CHINH:

1. CMCN 4.0

DN CO DNG CO MAY TINH

DOT TRONG DIN & 1Y DONG HOA kY mu” ‘6' cONG ﬁo". $INH HOC, v&r Ly
+ TRITUE NHAN TAO (Al)
+ INTERNET OF THINGS (10T)
+ROBOY, 3D, BIG DATA




2. Ky thuat sod trong CMCN 4.0

Robot tu dong
(Autonmous robots)

Dit liéu Ién g °°°° @ M3 phong

(Big date) (Simulation)
Twong tac thue (AR) ‘* @ : Hé thong tich hop
(Augmented reality) ", : ’ ; (Sy;tem in‘hgrati'on)
Cong nghiép 4.0

(Industry 4.0) :
San xuat thém dan (In 3D) m @ Internet van vat
(Additive manufacturing) (Internet of things)

Dién toan dam méy. .................. 'An ninh mang
(Cloud computing) (Cybersecurity)
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e Cac VBQPPL vé CMCN 4.0, i'ng dung CNTT, xay dwng Chinh phu
dién tlr, chuyén doi s6, ddm bdo an toan hé théng thong tin
theo cip dg, an toan an ninh mang.

e Quyét dinh s6 127/QP-TTg ngay 26 thang 01 nam 2021 cua
Tha twdng Chinh phd Ban hanh Chién lwgc qudc gia vé nghién
ctru, phat trién va ng dung Tri tué nhan tao dén nam 2030.

e Quyét dinh 964/QP-TTg ngay 10/8/2022 clia Thu tudng phé
duyét Chién lwgc An toan, An ninh mang quoc gia, chi déng
&rng pho véi cac thach thic tir khong gian mang dén nam
2025, tam nhin 2030.



— TRITUE NHAN TAO (Al)

1. Khai niém: Tri tué nhan tao (Al) La tri tué do con nguoi lap trinh tao nén
v3i muc tiéu gitp mday tinh cé thé ty dong hda cic hanh vi théng minh nhu
con nguoi. Cu thé, tri tué nhan tao giup may tinh cé dwgc nhirng tri tué cda
con ngudi nhu: biét suy nghi va l1p ludn dé gidi quyét van dé, biét giao tiép
do hiéu ngdn ngit, ti€ng nai, biét hoc va tu thich nghi...
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~—— TR TUE NHAN TAO (Al)

2. Cac loai Al

2.1. Cong nghé Al phan trng: c6 kha ning phan tich nhitng déng thai kha thi nhat
cta chinh minh va cta déi tha, tir dé, dwa ra duoc giadi phap tdi wu nhat.




~ TRI TUE NHAN TAO (Al)

2. Cac loai Al

2.2. Cong nghé Al vé&i bd nhé han ché: Bac diém la khad nang st dung nhirng kinh
nghiém trong qua kh dé dwa ra nhirng quyét dinh trong twong lai. Cong nghé Al nay
thuwdng két hop véi cdm bién moi trudng xung quanh nham muc dich dw doan nhitng
truong hop cé thé xay ra va dua ra quyét dinh tdt nhat cho thiét bi.
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TRi TUE NHAN TAO (Al)

2. Cac loai Al

2.3. Ly thuyét tri tué nhan tao: Cong nghé Al nay cd thé hoc héi cling nhu ty suy nght,
sau d6 dp dung nhirng gi hoc duoc dé thwe hién mot viéc cu thé. Vidu: Al do
Facebook tao ra nham ho tro giao tiép ky thuat s& duoc t6t hon, nhwng khdng thuc

hién dwgc do Al tao ra cdc ngdn ngit ma con ngudi khéng hiéu duoc.
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2. Cac loai Al

2.4. Tw nhan tharc: Cong nghé Al nay c6 kha nang ty nhan thirc vé ban than, cé y thirc
va hanh x&* nhu con ngudi. Tham chi, chiing con cé thé boc |6 cdm xuc cling nhu hiéu
duoc nhitng cdm xuc cla con ngudi. Day duwoc xem la budc phat trién cao nhat cla
cong nghé Al va dén thoi diém hién tai, cong nghé nay van chua kha thi.




2. Cac loai Al

2.5 .Tri tué nhan tao hep (ANI): Tri thong minh nhan tao hep dé cap dén cac hé théng
Al chi c6 thé thuc hién mot nhiém vu cu thé mot cach tw dong bang cach sl dung cac
kha nang giong nhu con nguoi. Vi du: cac tro ly 3o cd nhan nhu Google Assistant,
ngudn cap tin tlrc cla Facebook, cac dé xuat san pham cha Amazon

- 14 AM

Hi, how can | help?

Meaet your Geogle Assistant.
Ask it questions. Tell it 10 do things. it's

your own personal Google, always ready to
help.




TRI TUE NHAN TAO (Al)

2. Cac loai Al

2.6. Tri tué nhan tao tong hop (AIG): cd y thirc, suy nghi khach quan, kha ndng tu
nhan thic, tri giac va su khdn ngoan. AGI con dwoc goi la Al manh va co tri thong
minh ngang bang vdi tri tué cla con nguoi.
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TRi TUE NHAN TAO (Al)

2. Cac loai Al

2.7. Siéu tri tué nhan tao (ASI): Siéu Al lIa noi may méc vuot qua kha nang tri tué va
kha nang nhan thirc cia con nguoi. M6t khi ching ta moé khda ASI, may moc sé cé kha
nang du doan cao hon va s& cé thé suy nghi theo cdch ma con ngudi khdng thé hiéu
duoc.
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3. Ung dung Al trong cudc sdng hién tai va tuong lai
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3. Ung dung Al trong cudc sdng hién tai va twong lai

Trong gido duc: Al gilp tao ra nhitrng thay doi I&n trong linh vue gido duc. Cac hoat
doéng gido duc nhu chdm diém hay day kém hoc sinh cé thé duoc ty ddéng hda nho
cong nghé Al. Nhiéu tro choi, phan mém gido duc ra ddi ddp (rng nhu ciu cu thé cla
tirng hoc sinh, gitp hoc sinh cai thién tinh hinh hoc tap theo téc d6 riéng cla minh.

Trong linh vuc tai nguyén moi trwong

- Nghién clru xay dung cdng nghé nén tang tri tué nhan tao phuc vu chuyén déi s6
nganh tai nguyén va méi truong

- Nghién cttu &ng dung tri tué nhan tao va vién tham phuc vu giam sat thuc hién quy
hoach sir dung dat.

- Nghién clru co s& khoa hoc va thuec tién két hgp cong nghé Georadar, cong nghé dinh
vi RTK va Tri tué nhan tao (Al) trong thanh |1ap ban dé cong trinh ngam 3D phuc vu qua
trinh chuyén d6i s6 dit liéu vé ban d6 céng trinh ngam.



~—— AN NINH MANG (CYBERSECURITY)

1. An ninh mang la gi?
An ninh mang (Cyber Security): la hanh dong bao vé mady tinh, mdy chu, céc thiét bj
di déng, hé thong dién tlr, mang va dit liéu khoi nhirng tan cong ddc hai. An ninh
mang cling duoc biét dén nhu dam bao an ninh cong nghé hodc thong tin dién ti.
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AN NINH MANG (CYBERSECURITY)

An ninh mang la gi?

Bao mat mang (Network Security) la thuat ngtr mo ta viéc bao vé mang may tinh khoi nhitrng
ké xdm nhép, du la tan cong cdé muc dich hodc nhirng phan mém doc hai gay roi.

Bdo mat irng dung (Application Security) tap trung vao viéc ngan chan cac phan mém hodac
thiét bi khéi nhirng de doa bén ngoai.

Bao mat thong tin (Information Security) |a bdo vé tinh an toan va riéng tu cta dit liéu, ké c3
trong lwu trir va chuyén dai.

Bao mat hoat ddng (Operational Security) bao gdm cdc quy trinh va quyét dinh x& ly dé giai
quyét va bao vé tai san dir liéu. Cac quyén truy cdp mang cta ngudi dung, nhitng phuong thirc
xac dinh vi tri va cach thace dit liéu duoc luu trir hodc chia sé trong vung quyén nay.

Phuc héi sau thdm hoa va tiép tuc hoat dong |a viéc cic to chirc phdn &ng véi mét su cd an
ninh mang hoac bat ki sy’ kién nao dan dén viéc mat dit liéu hodc khéng thé hoat dong.

Gido duc ngu¢i dung cudi (End-user Education) néi dén yéu t6 khod lwdng nhat cda an ninh
mang: con ngudi. Bat c ai cling cd thé vo tinh mang virus dé€n mot hé théng may tinh chi vi
khong tuan theo nhitng budc bao dam an toan. Chi cho ngu¢i dung cach xéa nhitng email
chira tép dinh kém dang nghi, hodc khdong cam & USB khéng xac dinh ngudn géc |a mot trong
nhiéu bai hoc quan trong gitp bao ddm an ninh mang cho moi té chirc va ca nhan.



~— AN NINH MANG (CYBEF

URITY)

2. Quy mé cac moi de doa an ninh mang

e Cac mdi de doa an ninh mang trén toan cau van tiép tuc tang nhanh vdi s6 lwong vi
pham dit liéu nhiéu hon hang nam.

e Dich vuy té, ban |1& va nhitng thuwc thé cdng |a nhitng thanh phan gdp phai nhiéu vi
pham nhat, hau hét nhirng tdi pham tinh vi déu tan cdng vao céc linh vuc nay. S& di
chung thu hut tdi pham vi di¥ liéu tai chinh va y té rat dé dang thu thap duoc qua
mang, nham muc tiéu gian diép hoac tan cong khach hang.

e Viguy md de doa an ninh mang ngay cang tang, TAp doan Dt liéu Qudc té (IDG)
dua ra dy dodn dén nam 2022, ca thé gidi sé ddi mat vdi sé tién khong 16 dé giai
quyét nhirng tinh trang vi pham: 133.7 ti d6 la My. Cac chinh phd trén toan cau déu
ra strc giip d& cac doanh nghiép tao lap hé thdng an ninh mang mét cach hiéu qua
nhat.




AN NINH MANG (CYBERSECURITY)

. Cac moi de doa an ninh mang
Toi pham mang (Cybercrime): bao gdm ca nhan hodc nhém to6i pham nham muc
tiéu tai chinh hodc muén danh sdp mot hé thong (doi khi la ca hai).
Tan cdng mang (Cyberattack): thuong lién quan dén nhirng déng co vé chinh tri.
Khing bé mang (Cyberterrorism): muc tiéu thwong la pha hdng hé thong dién tl
gay hoang loan va so hai.
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AN NINH MANG (CYBERSECURITY)

4. Nhirng phwong phap cé thé de doa dén an ninh mang

4.1. Malware - Phan mém ddc hai: Malware la mot trong nhirng méi de doa phd bién
nhat. N6 1a mot phan mém dwoc cic tdi pham mang tao ra dé ngan chdn hoic pha
huy may ciia mot nguoi dung. Malware thuong duoc phat tan dudi dang tép dinh
kém trong email hodc nhirng phan mém “tréng cé vé an toan”. Malware duoc cac tén
tdi pham st&r dung cho muc dich kiém tién hodc cac dong co chinh tri, hudng dén viéc
tao ra cac cudc tan cdng mang.

Types of malware

Ransomwara

Spyware Trojan horse

o

Rootkit Remote access

Aoware T E!' Worm

o

virus Keylogger
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AN NINH MANG (CYBERSECURITY)

4. Nhirng phwong phap cé thé de doa dén an ninh mang

4.2. SQL Injection: cho phép nhitng ké tan cong kiém sodt va danh cap dit liéu tir co
s& dir liéu. Hacker khai thac nhirng 16 héng dwa trén dit liéu cta ng dung, chén m3
ddc thdng qua nhirng cau 1énh SQL vao hé théng. Ching cé thé truy cap vao nhirng
thong tin nhay cam co trong co s& dit liéu theo cach nay.

SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;- WHERE studentid=117 or 1=1;
) >
Q T
Web API Server
Attacker € € $QL Database
Data for all students is Return data for Server

returned to the attacker all students



AN NINH MANG (CYBERSECURITY)

4. Nhirng phuong phap cé thé de doa dén an ninh mang

4.3. Tan cdng gia mao: Tan cong gia mao la phuong thirc tdi pham glri email gia mao
cac cong ty uy tin yéu cau khach hang cung cap cac thong tin nhay cdm. Tan cong gia

mao thudng dung dé Iira 18y nhirng dit liéu thé ngdn hang hodc cic théng tin cd nhan
khac.




~ AN NINH MANG (CYBEF

4. Nhirng phwong phap c6 thé de doa dén an ninh mang:

4.4. TAn cdng xen gilra: la cac tdi pham ngan chan giao tié€p, truyén tin gitra hai ca
nhan nham muc dich 3n cap di¥ liéu. Vi du, trong mét mang WiFi khong bao mat, ké
tan cong co thé &n cdp cac dir liéu khi né dang duogc truyén gitra hai thiét bj trong

mang do.
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User Web Application
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Man in the Middle
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4. Nhirng phwong phap c6 thé de doa dén an ninh mang:

4.5. Tan cdng tir chdi dich vu: ngan chan mot hé théng may tinh thuc hién cac yéu
cau hop phap bang cach ap dao cdc mang va may chd cé lvu lwong truy cap. Piéu nay
lam cho hé théng khéng thé st dung duoc, ngdn chan mét té chirc thue hién céc chire
nang quan trong.

Attacker

— &

Bot

Targeted
Bot Victim

e - ((HTTP GET /index.php }——— | )

v




AN NINH MANG (CYBERSECURITY)

5. Bdo vé nguwdi dung cudi

5.1. Khai niém: Bdo vé ngudi dung cudi hay bao mat diém cudi I mét khia canh quan
trong cla an ninh mang. Sau tat ca, de doa an ninh mang chi cé thé xdy ra néu mot cd
nhan (nguoi dung cudi) vo tinh tai phan mém doc hai hoac cac dang ma doc khac
xudng thiét bj cia minh.

A ///////////////// ’




AN NINH MANG (CYBERSECURITY)

5. Bao vé ngudi dung cudi
5.2. Cac phuong phap bao vé

DPAau tién, an ninh mang dwa vao cac giao thirc ma hda dé ma hda email, file va cac di liéu
quan trong khac. N6 khéng chi bao vé théng tin trong qua trinh truyén tai ma con ngan chan
tinh trang bi mat hodc danh cap.

Thém vao d6, nhitng phan mém bao vé ngudi dung thuwdng xuyén quét mdy dé tim nhitng ma
ddc, co 1ap cdc m3 do va xdéa ching khoi hé théng. Nhitng chwong trinh nay con ¢ thé nhan
biét va loai bd nhitng m3 ddc an trong Master Boot Record va duwgc thiét k& dé ma hoa hodc
x6a di liéu khoi 6 cirng may tinh.

& 4gorne!
09:45
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5. Bao vé nguoi dung cudi

5.2. Cac phuong phap bao vé

® (Cac giao thirc bao mat dién tir tap trung vao viéc phat hién cac phan mém doc hai
dang hoat dong. Chung phan tich hanh vi va tinh tu phat cia mét chuwong trinh va
diéu khién noé chéng lai virus hodc Trojans, khién ching bién dang sau moi lan tan
cong. Cac phan mém an ninh con cd thé gidi han nhitng chwong trinh tiém tang m3
ddc, day chung vao mot bong bdng 3o tich biét véi mang cla ngudi dung dé phan
tich hanh vi va phat hién ma doc nhanh hon.

e Khéng nhirng vay, cdc chuong trinh an ninh con phat trién thém nhitng hang rao an
ninh mang chuyén nghiép mai, gidp nhan biét cdc mdi de doa méi xdm nhép va tao
ra nhiéu cich thirc hon dé chéng lai ching. Dé cé dwgc mot hé théng mang an
toan nhat, ngudi dung phai duoc dao tao vé cach thire sir dung ching. Quan trong
hon, cap nhat cac phién ban &rng dung mai thuong xuyén la cach nguoi dung bao
vé chinh ban than minh khéi nhitng maéi de doa an ninh mang mdi nhét.
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AN NINH MANG (CYBERSECURITY)

. Phwro'ng phap bao vé t6 chirc va cd nhan khoi tan cdng mang

Cap nhat &rng dung va hé diéu hanh thuwd'ng xuyén: viéc lam nay gitdp ban
tranh duoc nhitng 16 hdng an ninh mé&i nhat.

Str dung phan mém anti-virus: gidi phap an ninh nay sé& gidp ban phat hién
va tiéu diét moi de doa nhanh chdng. Nhung hdy nhé cap nhét phién ban
ma&i thudong xuyén dé ludn duoc bao vé & mirc cao nhat nhé.

S&r dung mat khau manh: hay chic chan rang mat khau cla ban khong thé
dé dang bi doan ra.

Pirng m& email tir nhirng ngudn khong xac dinh: day 1a con dudng dé
nhat dé cdc phan mém déc hai xdm nhap vao may ban.

Pirng click vao bat cir duong link tir email hodc trang web khéng ro
nguodn goc: li do cling twong tw nhu trén.

Tranh sir dung WiFi khéng c6 bdo méat & noi cong cong: mot hé thong
mang khéng cé bao mat sé rat dé dang bi tan cong xen gitta.
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1. Sw troi day cua tri tué nhan tao

Bdo cdo Tin tirc An ninh mang thuwdng nién cla Cisco cho thay, hon 30% gidm ddc vé an ninh théng tin da
ap dung Al nhu mot cach dé cai thién hiéu qua téng thé cda chién lwgc an ninh mang. Cac nha 13nh dao bao
cdo rang, hién tai, ho hoan toan phu thudc vao Al dé bao vé mang va dit liéu nhay cam cla ho.

Khi m3 ddc hai tré nén tién tién hon, ching d3 hoc cach che gidu ban than t6t hon. Cadc m3 doc hai mai ¢
thé tu thay d6i ma, khién cdng nghé bdo mat cili gan nhu khéng thé phat hién ra ching. Tuy nhién, cac gidi
phdp an ninh mang dua trén Al cé thé xac dinh cac hanh vi doc hai trong luu lwong mang va cac tép, cac
trang web dwoc dua vao mang.

rtificial In elllgenc
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AN NINH MANG (CYBERSECURITY)

1. Sw troi day cua tri tué nhan tao

® Thong qua hoc may, Al tré nén théng minh hon, hoc cach xac dinh dwoc cdc mau hanh vi phirc tap hon. Hoc
may c6 thé dugc sir dung dé diéu chinh gidi phap dwa trén Al cho phu hop véi méi trudng cu thé va cé thé
duwoc st dung dé xac dinh cac méi de doa phirc tap hon. Tuy nhién, né van can su huéng dan cta con
nguwdi va diéu chinh.

® Cdc chuyén gia bao méat khéng phai 1a nhitng nguwdi duy nhat st dung Al, nhirng ké tan cong cling d3 &ng
dung cdng nghé nay rat hiéu qua. Van dé nay da leo thang thanh mét cudc chay dua vii trang gitra hai bén,
gitta cac chuong trinh doc hai va cac giai phap bao mat ngay cang tréd nén thong minh hon.
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NHAN TAO VA
AN NINH MANG (CYBERSECURITY)

2. Uu diém cha tri tué nhan tao trong an ninh mang

Al c6 thé hoc héi theo thoi gian: Al c6 thé xdc dinh cdc cudc tan cong ddc hai dua trén hanh vi cha cac ing
dung va hanh vi cia mang ndi chung. Theo thdi gian, cac gidi phdp an ninh mang st dung Al c6 thé tim hiéu
vé lwu lugng truy cip thudng xuyén va cdc hanh vi cia mang va cd thé phat hién ra nhitng bat thwong so
v@i chuan muec.

Al c6 thé xac dinh cdc mdi de doa chuwa biét: Al c6 thé dugc sir dung dé tich Iy va téng hop thong tin vé
cac moi de doa lan truyén hién tai, tao co s& dit liéu théng minh, phan loai rdi ro va &ng phd véi cdc méi de
doa trong tuong lai.
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3. Gi@i han cua tri tué nhan tao v&i an ninh mang

Cac méi de doa mang khéng ngirng phat trién: Nhirng tdi pham mang luén phat trién va cé ngudn lyc hdu nhu khdng
gidi han. Khi cdc m6i de doa mdi xuat hién, cac gidi phap bdo mat s&r dung Al phai duoc dao tao lai dé theo kip.

Téi pham mang ciing s dung Al: T6i pham mang c6 thé c6 duoc cdc gidi phap an ninh mang st dung Al va kiém tra céc
m3 doc do ho viét ra véi céc gidi phdp nay. Do dd, vé mat ly thuyét, ho c6 thé tao ra mot ching phan mém déc hai ¢
tich hop Al. Ho ciling st dung may hoc dé hiéu hé théng bdo méat dya trén Al dang tim ki€ém nhitng gi, sau d6 co thé
nguy trang cudc tan cong clia ho hodc bién ddi cdc mau dé cudc tan cong clia ho cd vé lanh tinh.

Tinh chinh xac van bi gi&i han: Hé thdng Al van chua du tién tién dé cé thé phan biét chinh xac 100% hoat déng doc
hai va lanh tinh. P& bao vé mang cling nhu cdc rng dung va di¥ liéu trén mang, hau hét cac gidi phap an ninh mang, bao
goém ca cac gidi phap dua trén Al déu phai than trong. Khi gdn nhan bat thuong cho qua nhiéu hanh vi binh thuwong sé
khi€n cdc chuyén gia phan tich bj tang cuwdng luong cong viéc can xt ly va c6 thé bd qua céc cudc tan cong thuc su.




/\ ~ aaaon
= KET LUA

e Trong khi &rng dung Al trong nhiéu linh vuec [a xu hwdng tat yéu
vi mang lai hiéu qua cao cho cong viéc, thi an ninh mang la linh
vwec nhan duoc si quan tam dac biét.

e Giltr an toan cho mang va hé théng khéng phai la nhiém vu don
gian. Nhwng hién tai d3 cé sy ho tro tr Al dé clng c6 an
ninh mang trong hé thong.

e Nhitng lgi ich di kem vai viéc st dung Al trong an ninh mang la
khéng thé so sanh dugc, tir viéc quan ly khoi lwgng [én di liéu
vé moi de doa dén phat hién va phan héi nhanh choéng. Diéu
quan trong nhat I3 cong nghé vé Al s& ngay cang phat trién va
dén mot lic s& déng mot vai tro chinh trong an ninh mang./.



Thank you very much!

If you need any information about content in my presentation, please
fell free to contact me:

Nguyen Xuan Thuy. Tel: 84.913.525.444
Email: Thuynx@vea.gov.vn



